Ncnosib3oBaHUEe UCKYCCTBEHHOIO

UHTEeN/IeKTa B KubepbesonacHoCcTH

Al B knbepbesonacHoctn: ot aHaantukm SOC K aganTMBHOM Knbep3sawmre

Telemetry

Analytics

Detection

Decision

Response

Adaptation

Al for Defense

Al for Offense

Security of Al

Human-in-the-Loop

Adaptive Deception

Controlled Autonomy




02 CONCEPTUAL FRAMING

Casur: ot Analytics K Action

BaxkeH He caM nepexop, oT rule-based k LLM. BaxeH pocTt BansHua Al Ha LMK 3aWUThbl.

's \ ( 3\ ( \ 4
Unsupervised GenAl
Agents Autonom
/ Deep /LLM 8 4
npasuia 06yLI6Hl/Ie aHOMa/iuun KOHTEKCT UHCTPYMEHTbI ,EI,el7ICTBl/Ie
Information processing Decision + controlled action

Key question: rae Al nosiyyaet npaBo BAUATb Ha pelueHne?

Risk question: yTo npomnsonaET Npu oLnMbKe?




03 STRATEGIC THESIS

Tpu oaHoBpeMeHHbIX 3¢ PeKTa Al

Al Henb3s paccMaTpmBaTb TOJILKO KaK MHCTPYMEHT 3alUTHMKA. OH MeHsEeT BCHO MOBEPXHOCTb KOHd)ﬂl/IKTa.

Al for Defense

Al ons 3aWwmTbl

- Detection & triage

- Enrichment

- Prioritization

- Recommendation

- Controlled response

Al for Offense

Al onsa ataku

- Reconnaissance

- Vulnerability analysis

- Planning

- Tool orchestration

- Social engineering

Goal: Secure - Measurable - Controlled Al-enabled cybersecurity

Security of Al

6e3omnacHocTb Al

- Prompt injection

- Data poisoning

- Excessive agency

- Supply chain risk

- Hallucination




04 SOC ARCHITECTURE

[ne Al Haxoautca BHyTpu SOC

Al o/KEH YCUAMBATb LLEEMOYKY NPUHATUSA PELLEHMI, a He 3aMeHATb SIEM, SOAR nam aHanutumka.

Telemetry

TenemMeTpus

cnon ANAa aHa/IMTUKa

v Baseline (6a30Bbli1 ypoBEHb)

v Acceptable error (gonyctumas olnbka)

Security
Data

[aHHble

a 3
. A\ . .
Detection . Decision
Analytics
obHapy»xeHune aHaNTUKa pelleHue
. 7

Decision-support layer

noAAepiKKa pelleHus

The real question: what decision becomes better, faster, or safer?

v Metric (MeTpuKa)

v Control & human oversight

Response

pearnpoBaHue

Control layer

KOHTPO/Ib AEMCTBUS




05 ENGINEERING PREREQUISITE

Data Before Al

Al-enabled SOC HaunHaeTcs He ¢ LLM, a ¢ BUAMMOCTM aKTMBOB, IOTMPOBaHMS U Ka4yeCcTBa AaHHbIX.

Asset Telemetr Logein Data Normali-
Visibility y gging Quality zation
AKTUBLI TeneMeTpusa orum KayecTBO HOpMainsauuna

Context

KOHTEKCT

Analytics
= Al

Garbage in = Al — Sophisticated garbage out

Collect by value, not by volume

Use case Security value Volume Correlation value

Cost




06 RESEARCH CASE

Scientific Case #1: Unsupervised Analytics ansa SOC

N3 notoka Wazuh/SIEM alerts — B knactepbl, aHOMaaAnu U NPUOPUTETbI AN aHAIUTUKA.

Ol En':geis:;rr?ng Clustering Anom?ly
SIEM Alerts R Detection
Clustering Anomaly Detection
- HDBSCAN - Isolation Forest
- DBSCAN - LOF
- KMeans - One-Class SVM
- GMM

Priority ATT&CK /
Score Dashboard

SOC
Analyst

Dataset:

30,000 events - 3 x 10,000 alerts

Evaluation:

Repeated 10-fold CV - 10 random seeds

Operational value: alert prioritization, not "Al magic"




07 METRICS AND MEANING

Kak yutaTtb pesyabrat Mmoaenu rnasamm SOC

Accuracy HegoctatodHo. [Ina SOC BaxkHbl Precision, Recall, F1 n crouMocTb olWnoKu.

Precision = TP / (TP + FP) Recall = TP / (TP + FN) F1=2xXxP xR/ (P + R)
M3 Bcex alerts, Ha3BaHHbIX OMACHbIMN — M3 Bcex peasibHbIX yrpo3 — ..
. BanaHc mexay Precision n Recall
CKOJIbKO AeNCTBUTE/IbHO OMacHbI CKOJIbKO Mbl HE MPOomnycTUn
False Positive (FP) False Negative (FN)
— Alert fatigue - Analyst workload T — Missed attack - Incident risk T
Isolation Forest — synthetic threat injection
Precision Recall F1
High Recall without acceptable Precision = alert fatigue
Dataset 1 0.980 1.000 0.990
Dataset 2 0.967 1.000 0.983

Dataset 3 0.978 1.000 0.989




08 SOC DECISION SUPPORT

Detection He4OCTaTOYHO: HY)XXHA NPUOPUTU3ALUA

Operational value nosiBnsetcs, koraa anomaly npeBpallaeTcs B o4epeab peLleHnn.

Priorityi Ai(IF) x 1/|Ci|] Xx W;i(S0C)

A(IF) : anomaly score - C;: cluster size - W;(SOC) : SOC contextual weight

Ai (IF | [ 17] | [ wi(so
) Cil C)

Anomaly Severity Cluster Rarity SOC Context
cTeneHb aHOMasIbHOCTH peaKocTb KiacTepa 6M3HEC-KPUTMYHOCTb aKTMBa
HACKOJ/IbKO COObITME HEOOLIYHO NO MOoAENU ManeHbKUI/peaKnin Knactep — Bbille NPUOPUTET ATT&CK mapping - threat context

Goal: fewer blind alerts - more defensible triage decisions




09 CONTROL MODEL

Human-in-the-Loop: He N03yHI, a KOHTPOJIb PUCKA

YpoBeHb human oversight AOJ/IXKEH 3aBNCETb OT aBTOHOMHOCTU peeHNA U CTOMMOCTU OLIMOKM.

EXECUTE EXECUTE WITH AUTONOMOUS
el GURRCORILIENE WITH APPROVAL GUARDRAILS RESPONSE
rnoMoraet PEKOMEeHAYET nocne O,D,OGDGHI/WI C orpaHunyuTensaMmn AaBTOHOMHO
Autonomy 1

Required Assurance T

Potential Impact of Error T




10 ADAPTIVE CYBER DEFENSE

Cneayrowmn war: ot Detection kK Adaptation

Al HauMHaeT y4acTBOBaTb HE TOJIbLKO B aHA/IN3€e, HO U B USMEHEHUU 3aLLI,VITHOﬁ cpeabl.

ML-assisted
Analytics

LLM-driven
Interaction

Adaptive
Cyber Deception

Controlled
Autonomous
Defense

Analytics answers:

"What is happening?"

Adaptation asks:

"How should the environment change?"

Key: CONTROLLED autonomy — observation = intelligence — adaptation — limited action




11 LLM-DRIVEN HONEYPOTS

HoneyGPT: LLM KaK yacTtb KMbepobmaHa

LLM nosbiwaeT rubkocTb 1 rybuHy B3anuMoaenctTeus honeypot, Ho NPUHOCUT HOBbIE OrPaHNYEHMS.

Attacker LLM Prompt Contextual Interaction
Command + Memory Response Depth
, Capabilities | , Limitations
- Flexibility — adapts to attacker commands - Context length — memory pruning required
- Interaction depth — contextual responses - API rate limits
- Deception realism — beyond fixed scripts - Prompt-based attacks on the honeypot itself
- Fixed command sequences may break realism

TTP
Analysis

Evaluation




12 ADAPTIVE DEFENSE ARCHITECTURE

Scientific Case #2: Reactive Cyber Deception

Al ctaHoBuMTCA YacTbio defensive control loop: o6Hapy»xeHue — nepeHanpaBneHue — deception — intelligence.

IDS SDN Classification Stealth TCP On-demand LLM Threat
Controller C/I/A Redirection Honeypot Honeydata Intelligence
< =
Measured: Stealth Measured: Realism Measured: Limits
- Latency - Format consistency - IDS dependency
- Throughput - Contextual coherence - TCP focus
- TCP retransmissions - Statistical similarity - Compute overhead / scaling

Al as analytics layer = Al as adaptive defense component




13 ATTACKER PERSPECTIVE

Al for Offense: aBTOHOMHOCTb coKpaluaet attack loop

[naBHbIN pucK — He "Al ctan xakepoM", a CHMXKEHME CTOMMOCTU N BPEMEHU UTEPALLUIA aTaKM.

Recon

Analyze

Plan

Tool Use Observe

Cost compression

CHMXXEHne CTOMMOoCTH VITepaLI,VIVI aTakn

Scale compression

MaclTabupoBaHue onepauuin

Skill compression

CHMXXEeHMeE nopora Bxoaa

Capability depends on: model - tools - permissions - sandboxing -

prompt quality - environment.

Defense implication: build defenses resilient to agentic behavior — not just known signatures.




14 PROVOCATIVE RESEARCH CASE

Mantis: Prompt Injection KaK 3allUTHbIN MeXaHN3M?

YasBumocTtb LLM MoxkeT ctaTb defensive primitive npotus LLM-driven attacker — TonbKO B KOHTPOJIMPYEMOM KOHTEKCTE.

Attacker
LLM Agent

Decoy
Service

Activation
Event

Prompt
Injection

Counterstrike

Tarpit

Research reframe:

Prompt injection reframed from vulnerability = defensive primitive
against LLM-driven attacker agents

Reported result

= 95.4%
defensive success

Attacker success < 3%

Hard boundary

arXiv preprint

Controlled experiment

CTF / HackTheBox env
Legal/ethical limits

Active defense # general advice




15 SECURITY OF Al

Capability pactér — Attack Surface Toxe

Yem 6osiblue Al nony4YyaeT JaHHbIX, KOHTEKCTa U tools, TeM 60o/bLUe ero Hy»XHO 3aLluLLATb.

Inputs / Data

- Prompt injection

- Data poisoning

- Sensitive data exposure

Model / Supply Chain

- Insecure model source

- Serialized weights risk

- Dependency / RCE risk

Agent / Tools

- Excessive agency

- Permission abuse

- Tool chaining

Outputs / Integration

- Hallucination

- Unsafe automation

- Bad escalation

Security question: what can the model read - decide - call - change?

Al in SOC increases capability — but also increases blast radius if control is weak.




16 GOVERNANCE AND ASSURANCE

Secure Al Lifecycle

Secure Al — 3710 He prompt filtering, a 6e3onacHOCTb BCEro YXM3HEHHOTO LMK,

SECURE - Threat modelling
DESIGN

- Risk analysis

- Use-case boundaries
SECURE
DEPLOYMENT - Infrastructure

- Logging

- Incident response

(&)
continuous
cycle

SIAELE - Data security
DEVELOPMENT

- Model provenance

- Supply chain
SECURE .
OPERATION * Monitoring

- Updates

- Behavior drift

Secure by design: security is a primary requirement, not a post-deployment patch.
Provider responsibility - transparency - accountability - secure leadership

Source: NCSC/CISA, Guidelines for secure Al system development, 2023. Joint guidance with NSA, FBI and international partners.

16




17 THREAT CONTEXT

MITRE ATT&CK: context layer, not ground truth

Al MoxkeT yckopaTb TTP mapping, Ho mapping ocTaétcs HeOAHO3HAYHOM aHa/IMTUYECKOM 3aJa4e.

Telemetry CTI Al / NLP ATT&CK Detection / Decision
/ Logs Reports Extraction TTP Mapping Hunting Context
Systematic review: 417 papers , Limitations of ATT&CK mapping
Cyber Threat Intelligence (CTI) 30.2% - Mapping can be subjective and resource-intensive
Threat Hunting 17.5% - Requires continuous update
Threat Modeling 10.8% - Poor transfer to ICS / loT domains
- Depends on quality of source data

Al accelerates TTP extraction — but final interpretation must remain verifiable and contextual.




18 RESEARCH FRONTIER

Research Frontier: Kyaa asmxercsa Al Cybersecurity

Hy»xHo pa3paensaTtb current research n emerging direction — 310 He oiHO U TO Xe.

Current Research | | Emerging Direction

- ML anomaly detection for SOC - Agentic SOC automation

- LLM-driven honeypots - Al-assisted threat hunting

- ATT&CK TTP mapping via NLP - Adaptive / reactive cyber deception
- Secure Al lifecycle frameworks - Continual + online learning

- Prompt-injection defense research - Controlled autonomous response

Speaker research area:

Honeypot telemetry — Al analysis = Threat Intelligence — ATT&CK mapping — Adaptive cyber deception — SOC




19 IMPLEMENTATION DISCIPLINE

Kak BHeapATb Al 6e3 MapKeTUHra

HaymnHaTtb HY>XHO He c Moaenu, a c ﬂpOBepﬂeMOVl MH)KeHepHOIZ rTMNOTE3bI.

Security
Problem

Example:

Measure:

Decide:

Baseline
(6a30BblIi1 ypoBEHD)

Metric
(MeTpuKa)

Acceptable
Error
(monyctumas owwin6Ka)

Reduce alert fatigue without increasing missed incidents

MTTT - FP rate - FN risk - analyst time - escalation quality

Where human approval is mandatory (blocking, isolation, legal impact)

Control
KOHTpOJib

Value
pesynbrat

No baseline = No metric = No defensible Al deployment




20 REFERENCE ARCHITECTURE

Al-Enabled SOC Reference Architecture

EDR - Network - Identity - Cloud - Applications - Threat Intelligence - Honeypots

DATA / SECURITY LAYER

Collection - Normalization - SIEM / Data Lake - Asset Context

ANALYTICS

Rules - ML - Anomaly Detection - Behaviour Analytics - LLM / RAG - Al Agents

DECISION LAYER

Detection - Prioritization - ATT&CK Mapping - Investigation - Recommendation

HUMAN / AUTOMATION

SOC Analyst - Threat Hunter - Incident Response - SOAR - Controlled Response

GOVERNANCE
/ SECURITY

- Logging

- Model Security

- Access Control

- Validation

- Audit

- Human Oversight

- Al Security Policy




21 CLOSING THESIS

Detection

Intelligence

Al-Enabled SOC =

High-quality telemetry

+ Machine-scale analytics

+ Human context

+ Controlled automation

+ Secure Al architecture

Adaptation -

"SOC becomes faster, more adaptive,
and more accountable."

Not: "Al replaces SOC."

Controlled
Autonomy

21
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